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Preface

This policy provides high-level security requirements associated with suppliers (including contractors,
vendors, and partners, which will be referred to as Suppliers herea er) who need to gain access to Zayo
logical systems, physical Zayo facili es, and/or will have Zayo data.

The threats to informa on assets are con nually changing, and readers are encouraged to contact Zayo’s
Security Department — security@zayo.com for any ques ons or clarifica on of the issues addressed
herein.

1. Purpose, scope and users

The purpose of this policy is to communicate the minimal logical, physical, and data security
requirements for Suppliers when connec ng into Zayo internal systems, accessing physical facili es, and
when collec ng, managing, processing and/or storing Zayo data. Suppliers will be required to be
compliant with these Security Requirements when providing services to Zayo. Zayo will reserve the right
to audit and validate that the Security Requirements are being followed and are maintained as part of an
implemented and consistent process.

This policy is intended for Zayo Suppliers who are providing services to Zayo and have the ability to
influence confiden ality, integrity and availability of any assets that are part of the Informa on Security
Management System (ISMS).

Suppliers with access to Zayo logical systems will r









including without limita on, agreeing to the content of any no fica ons of the Security Incident,
(i) be responsible for all costs related to any Security Incident, including without limita on, costs
related to inves ga ons, no fica ons, customer support and credit monitoring, and (iii) properly
document responsive ac ons taken related to any Security Incident, including without limita on,
post-incident review of events and ac ons taken, if any, to make changes in business prac ces
related to the protec on of Zayo Sensi ve or Confiden al Data, escala on procedures to senior
managers, and any repor ng to regulatory and law enforcement agencies.

4. Acknowledgement

Vendors must acknowledge compliance with this policy to security@zayo.com in order to complete the
registra on process. Failure to acknowledge compliance, will result in vendors not being approved to
provide services to Zayo.

5. Validity and document management

This document is valid as of February 9, 2022.

The owner of this document is the Corporate Security team, who must check and, if necessary, update
the document at least once a year.
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